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COOP PLAN APPROVALS

This Continuity of Operations (COOP) Plan describes the methods and processes the Division of
Homeland Security and Emergency Management will use when events occur that cause the Division to
implement this plan.

This plan is considered a living document and should be continuously updated and revised to reflect
lessons learned during exercises and actual incidents.

As Director of the Division of Homeland Security and Emergency Management for the State of Alaska, |
approve the Division’s COOP Plan.

ApprOVE% ‘%/W Date: Qﬂgf CH//

John W. Madden, Director

June 24,2014
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|. Executive Summary

The State of Alaska Division of Homeland Security and Emergency Management’s (DHS&EM or the
Division hereafter) mission is to be prepared, to the greatest extent possible, to respond to all-
hazard disasters and events. DHS&EM has become increasingly aware of events that could interrupt
or potentially destroy its ability to effectively perform essential functions in its current location in
the National Guard Armory, Joint Base EImendorf Richardson, Alaska. As an organization whose
mission is to be prepared for unexpected events, DHS&EM determined that it should develop and
maintain a Continuity of Operations (COOP) Plan. COOP planning is designed to develop and
maintain a program that preserves, maintains and reconstitutes DHS&EM'’s ability to function
effectively in or potential disasters.

The DHS&EM COOP Plan includes a Concept of Operations that details three distinct phases of a
COOP event. Phase | is the recognition of a COOP event and the activation of the plan. This
activation may include relocation of staff and resources in order to accomplish those tasks
determined to be mission essential. Phase Il of the COOP Plan provides for the ongoing provision of
mission essential functions (MEFs) until the COOP event is complete. The third and final phase,
Phase lll, is the reconstitution phase that allows DHS&EM to return to normal operations in a
systematic manner. Each phase in the plan is supported through a rigorous and detailed analysis of
the operational requirements to execute the phase. The COOP Plan also includes supporting
appendices that provide operational checklists, communication protocols, decision matrices, and
alternate facility details.

The COOP Plan ensures the continuation of the MEFs and the ability to keep the State Emergency
Operations Center (SEOC) operational at any location. The objectives of this plan are to allow
DHS&EM to provide life and property saving services by reducing disruption of operations;
protecting essential equipment, records, and other assets; minimizing damage; providing
organizational and operational stability; facilitating decision making during an emergency; and
achieving an orderly recovery. While DHS&EM performs many important functions, this plan only
covers those that are mission and time critical.

[l. Introduction

DHS&EM has grown increasingly aware of how events can disrupt operations and jeopardize the
safety of DHS&EM personnel and partners. Emergency planning, including COOP planning, has
become a necessary and required process within the Division.

The all-hazards approach to COOP planning ensures that regardless of the event, mission essential
functions and services will continue to operate and be provided in some capacity. This approach
includes preparing for natural, man-made, or technological emergencies.

June 24,2014
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The Division is committed to the safety and protection of its personnel, partners, and visitors. This
plan provides a framework that is designed to minimize potential impact during an event.

Purpose, Scope, Assumptions, and Objectives

A. Purpose

DHS&EM provides critical services to the citizens of Alaska, focusing on protecting lives and property
from all hazards and terrorism as well as facilitating rapid recovery from all disasters. To accomplish
this mission, DHS&EM must ensure its operations are performed efficiently with minimal disruption,
especially during an emergency. This document provides planning and program guidance to ensure
the Division is capable of accomplishing its mission under all threats and conditions. While the
severity and consequences of an emergency cannot be predicted, effective contingency planning
can minimize the impact on the Division’s mission, personnel, and facilities.

The overall purpose of COOP planning is to ensure continuity of DHS&EM’s MEFs and other
identified essential functions under all conditions. The fluid threat environment and recent events,
including acts of nature, accidents, technological emergencies, and military or terrorist attacks, have
increased the need for viable continuity of operations capabilities and plans that enable agencies to
continue their essential functions across a wide spectrum of possibilities.

B. Scope

This plan applies to all DHS&EM personnel in all sections where essential functions are conducted. It
also applies to the array of events and hazards that could threaten DHS&EM’s ability to perform
MEFs, including the activation and operation of the SEOC.

This plan covers all systems, vehicles, and areas occupied by DHS&EM. The plan supports the
performance of MEFs from continuity facilities to continuity of management and decision-making in
the event senior leadership or technical personnel are unavailable.

Events and hazards referenced in this plan include natural and intentional or non-intentional man-
made events adversely affecting the ability of the Division to perform its essential functions. Natural
hazards are those where the occurrence is beyond control, including earthquakes, floods, ice
storms, severe winter weather, and external fires. Intentional man-made hazards are beyond the
direct control of DHS&EM and could include events such as external sabotage and terrorism. Non-
intentional man-made events such as power outages, fires, explosions, equipment failures, or
human errors may not be within the control of the Division. Any of these events could lead to loss of
physical space, reduction in workforce, or loss of critical support services leading to the partial or
complete activation of the COOP Plan.

This plan does not apply to temporary disruptions of service including minor IT system or power
outages or to any scenarios where essential functions can be readily restored in the primary facility.

June 24,2014 2
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C. Planning Assumptions

1.

A major emergency or COOP event could happen at any time.

Emergencies or threats may adversely affect DHS&EM'’s ability to continue to support essential
functions and provide services and support to clients and external agencies. The cause of
DHS&EM'’s inability to continue delivery of services can include loss of physical space, reduction
or loss of personnel, or loss of internal or external support services.

Personnel and other resources from the Division and other organizations outside the area
affected by the emergency or threat will be made available, if required, to continue essential
operations.

Mobile communications capabilities will be used in the interim to ensure direction and control
of the COOP activation and relocation until interoperable communications can be established at
the alternate site.

An emergency condition may require immediate activation of the COOP Plan and the relocation
of select personnel to a designated alternate site.

The DHS&EM COOP Plan is to be used jointly with the State of Alaska’s Emergency Operations
Plan.

D. Objectives

1.

Ensure DHS&EM can perform its MEFs and other identified essential functions under all
conditions.

Reduce loss of life and minimize loss and damage to property.

Implement order of succession with accompanying authorities in the event a disruption renders
regular leadership unavailable, unable, or incapable of assuming and performing the authorities
and responsibilities of office.

Reduce or mitigate disruptions to operations.

Ensure DHS&EM has facilities where it can continue to perform its MEFs and other identified
essential functions during a COOP event.

Protect essential facilities, equipment, records, and other assets in the event of a disruption.
Achieve timely and orderly recovery and reconstitution from an event.

Ensure and validate continuity readiness through a dynamic and integrated continuity test,
training, and exercise (TT&E) program and operational capability testing.

June 24,2014
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V. Authorities and References

Authorities

e Alaska Statute, Title 26, Chapter 23

e Federal Continuity Directive 1 (FCD 1), February, 2008

e Federal Continuity Directive 2 (FCD 2), February, 2008

e National Security Presidential Directive (NSPD) 51/Homeland Security Presidential Directive
(HSPD) 20 May, 2007

References

e National Preparedness Directorate’s Comprehensive Preparedness Guide 101, Developing and
Maintaining State, Territorial, Tribal, and Local Government Emergency Plans, March 2012

e FEMA Continuity Guidance Circular 1 (CGC 1), Continuity Guidance for Non-Federal Agencies,
January 2009

e FEMA Continuity Guidance Circular 2 (CGC 2) Continuity Guidance for Non-Federal Entities:
Mission Essential Functions Identification Process, July 22, 2010

e Department of Homeland Security (DHS) Headquarters Continuity of Operations (COOP)
Guidance Document, April 2004

e Federal Emergency Management Agency (FEMA), COOP template

e Emergency Management Accreditation Program (EMAP) Standard, April 2006

e National Fire Protection Association (NFPA) 1600, December 2006

e State of Alaska, Emergency Operations Plan, 2013

e State of Alaska, All-Hazard Mitigation Plan, October 2013

e State of Alaska, Division of Public Health, Pandemic Influenza Response Plan, February 2008

e Municipality of Anchorage, All-Hazard Mitigation Plan, March 2011

e Matanuska Susitna Borough, All-Hazard Mitigation Plan, August 2013

e Enstar Natural Gas Company, Emergency Operations Plan, 2008

e Municipal Light and Power (ML&P), Emergency Plan, 2007
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V. Essential Functions and Continuity Support

A. ldentification of Essential Functions

DHS&EM completed the process of identifying functions and activities that must continue under any
and all circumstances.

To identify, prioritize, and document essential functions, DHS&EM first identified all Division
functions and reviewed which were directed by applicable laws, executive orders, and other
directives.

Upon identifying all functions, DHS&EM identified the Mission Essential Functions (MEFs). MEFs are
a limited set of agency-level functions that must be continued throughout, or resumed rapidly after,
a disruption of normal activities.

DHS&EM'’s functions are prioritized based on recovery time objectives (RTOs). An RTO is an estimate
of the maximum tolerable duration between a disruption occurring and function resuming under
emergency conditions. The following classification system was used to prioritize the essential
functions:

1: Emergency response functions (0-2 hours)

2: High impact on public health or safety (up to 24 hours)

3: High impact on public safety and health, or on department critical operations (up to 72
hours)

4: Moderate impact on public safety, health or department critical operations (1-3 weeks)

5: Low Impact (3 weeks or longer)

Essential functions that are prioritized as 1 or 2 are considered MEFs. Essential functions prioritized
as 3, 4, or 5 will resume as time and personnel allow.

The following table shows the MEFs and essential functions identified by DHS&EM subsequent to
Alaska Statute, Title 26, Chapter 23, Section 040.

June 24,2014 5
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Division/ Section

Function

Mission - —
| Essential Priority

Essential
(1I ZI 3’ 4’ 5)

Function

Function

DHS&EM Operations Prowde. 24/7 ?tatew@e X 1
answering point services
. ide 2 i
DHS&EM Operations Prc_>V|de 1,1/7 warning X 1
point services
Provide command,
DHS&EM Operations control, a'nd cqordlnatlon X 1
of Statewide Disaster
Response operations
DHS&EM Plans Staffing support for SEOC X 1
Critical Infrastructure/Key
DHS&EM Plans Resources Intelligence X 1
sharing
DHS&EM .
Preparedness Staffing support for SEOC X 1
DHS&EM Disaster Staffing support for the X 1
Assistance SEOC
DHS&EM Disaster Support for essential
Assistance, Plans, functions across the X 2
Preparedness Division
DHS&EM Disaster Coordination and X 2
Assistance provision of training
DHS&EM Staffing support for X ’
Preparedness Immediate housing needs
DHS&EM Disaster Staffing support for 3
Assistance temporary housing
DHS&EM Plans Plan and conduct SVA 3
DHSZEM Plans Plan and cond.uct all 4
hazards planning
DHS&EM Plans Plan and conduct hazard X 4
mitigation planning
DHS&EM L
Preparedness Plan and conduct training X 4
DHS&EM Plan and conduct
. X 4
Preparedness exercises
DHS&EM
Preparedness Plan and conduct outreach X 4
DHS&EM Plan and conduct X 4
Preparedness preparedness activities
DHS&EM
Administration Payroll data entry X 4

B. Vital Records Identification

Vital records are information systems and applications, electronic and hardcopy documents,

references, and records, to include classified or sensitive data, needed to support MEFs and other
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identified essential functions during a COOP event. DHS&EM has incorporated its vital records
program into the overall continuity program, plans, and procedures.

DHS&EM'’s official vital records program:

e Identifies and protects records that specify how DHS&EM will operate in an emergency or
disaster

e Identifies records necessary for continuing operations

e Identifies records needed to protect the legal and financial rights of the government and citizens

As soon as possible after activation of the continuity plan, but in all cases within 12 hours of
activation, continuity personnel at the continuity facility must have access to the appropriate media
for accessing vital records, including:

o Alocal area network

e Electronic versions of vital records

e Supporting information systems and data

e Internal and external email and email archives
e Hard copies of vital records

C. Continuity Communications

DHS&EM identified available and redundant critical communication systems that are located at, or
can be transported to, the assigned continuity facility. Further, DHS&EM maintains fully capable
continuity communications that could support needs during all events, to include pandemic and
other related emergencies. The Division gave full consideration to supporting social distancing
operations including telework and other virtual offices. These systems provide the ability to
communicate within and outside the event response and are found in Annex B, Continuity
Communications of this plan.

D. Human Capital
1. Continuity Personnel

During a continuity event, key staff will be activated by DHS&EM to perform assigned response
duties.

DHS&EM has:

e Identified and designated positions judged to be critical to operations in any given emergency
situation as continuity personnel. A roster of these positions is maintained by the Operations
Section in the SEOC.

June 24,2014 7
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e Identified and documented its continuity personnel. These personnel possess the skill sets
necessary to perform essential functions and supporting tasks. A roster of these personnel is
maintained by the Operations Section in the SEOC.

e Informed all continuity personnel of their roles or designations by providing documentation in
the form of SEOC Position Checklists to ensure that continuity personnel know and accept
their roles and responsibilities. Copies of this documentation are maintained by the
Operations Section in the SEOC.

e Ensured continuity personnel participate in the continuity TT&E program, as reflected in
training records. Training records are maintained by the Preparedness Section.

e Provided guidance to continuity personnel on individual preparedness measures using training
and preparedness information provided by the American Red Cross and the Federal
Emergency Management Agency. Copies of this guidance are available at
http://www.redcross.org and at http://www.ready.gov.

2. All Staff

DHS&EM will keep all employees, especially individuals not identified as continuity personnel,
informed and accounted for during a continuity event. DHS&EM has established procedures for
contacting and accounting for all employees in the event of an emergency.

e Employees are expected to remain in contact with program managers and supervisors during
any closure or relocation situation. Employees can contact supervisors using any means
available.

e DHS&EM ensures staff is aware of and familiar with human capital guidance in order to
continue essential functions during an emergency. DHS&EM uses the following methods to
increase awareness:

0 Employee orientation briefings
0 Training and exercises

An event that requires the activation of the COOP Plan may personally affect DHS&EM staff.
Therefore, DHS&EM has created provisions and procedures to assist all staff, especially those who
are disaster victims, with special human capital concerns following a catastrophic disaster.

3. Human Capital Considerations

DHS&EM’s continuity program, plans, and procedures incorporate existing agency-specific
guidance and direction for human capital management, including guidance on pay, leave, benefits,
telework, hiring, authorities, flexibility, and work scheduling. The State of Alaska Department of
Administration, Division of Personnel has responsibility for human capital issues. A copy of these
policies and guidance is found on the Division of Personnel’s website at http://dop.state.ak.us.

June 24,2014 8



SOA DHS&EM COOP

E. Continuity Facilities Identification

VI.

DHS&EM has designated continuity facilities and prepared continuity personnel for the possibility of
unannounced relocation to these sites if needed. These continuity facilities provide the following at
sufficient quantities to sustain operations for up to 30 days or until normal business activities can be
resumed:

1. Sufficient space and equipment, including computer equipment and software either on site or
transportable from the primary facility.

Capability to perform MEFs within 12 hours of plan activation or an event.

Reliable logistical support, services, and infrastructure systems.

Consideration for health, safety, security, and emotional well-being of personnel.
Interoperable communications for effective interaction either on site or transportable.
Capability to access and use vital records.

Systems and configurations used in daily activities.

O N U A WN

Emergency/back-up power capability.

Detailed information for each continuity facility and its capabilities are located in Annex C of this
plan.

Risk Analysis and Vulnerability Assessment

. Risk Analysis

A risk analysis was conducted to develop a list of hazards of such significance they are reasonably
likely to cause devastating harm to DHS&EM’s main facility and/or interrupt operations if the
hazards are not effectively controlled. The objective of this analysis is to identify vulnerabilities in
operations and take steps to mitigate losses and/or develop recovery strategies.

These risks are categorized into three groups:

1. Natural hazards such as earthquakes, floods, and winter storms;
Human-related hazards or technological events resulting from negligence or human error in
managing and operating infrastructure such as electrical power failures, transportation failures,
and communications systems failures;

3. Human-related hazards reflecting deliberate actions to cause harm such as workplace violence,
bomb threats, or civil disturbances.

Annex D details the results of the COOP risk analysis on the primary facility based on the above
three categories of risk.

June 24,2014 9
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B. Vulnerability Assessment

A vulnerability assessment was used to survey or scan the environment for possible risks identified
above and translate that environment into a set of risk scenarios. As a result of this assessment the
following scenarios have been developed and applied to the primary facility and continuity facilities:

Local facility disruptions;

Access to Joint Base EImendorf Richardson (JBER) restricted or eliminated;
Region-wide disruptions affecting all or many government buildings in the region;
Disruption of a communications system;

Disruption of access to vital records or databases;

ok wnNPRE

Disruption to availability of specialized equipment or systems, including computing systems
(other than traditional communications systems);

™~

Loss of services from a vendor or another government agency;
8. Unauvailability of personnel.

Annex D details the results for the vulnerability assessment conducted on the primary facility.
VII. Concept of Operations

This COOP Plan will be maintained at a high level of preparedness and is ready to be implemented
without prior warning. The plan should be fully implemented no later than 12 hours after activation
and provide guidance to sustain operations for up to 30 days. The broad objective of this COOP Plan
is to provide for the safety and well-being of DHS&EM'’s employees. In addition, this plan will
facilitate the execution of the Division’s essential functions during any crisis or emergency in which
the National Guard Armory is threatened or not accessible.

Any event affecting DHS&EM'’s ability to perform its essential functions from the SEOC may require
the partial or complete activation of this plan. There are three types of continuity events that can
trigger a partial or complete activation of this COOP Plan based on the risk analysis and vulnerability
assessment:

e Loss of access to the facility such as a structure fire, JBER base closure, or area-wide disaster;

e Loss of services due to a reduced workforce such as in a pandemic situation;

e Loss of services due to internal or external equipment or systems failure such as in a major
utility or information technology failure.

A. Phase I: Activation and Relocation

COOP Plan activation and relocation are scenario-driven processes allowing flexible and scalable
responses to the full spectrum of possible events. COOP Plan activation is not required for all
emergencies and disruptive situations, since other actions may be deemed appropriate. The plan is
flexible in its implementation based upon projected or actual impact.

June 24,2014 10
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The activation and relocation phase includes the following activities:

e QOccurrence or threat of an event.

e Review, analysis, and decision to activate the continuity plan.

e Alert and notification of continuity personnel.
e Relocation to continuity facilities, if necessary.

e Accountability analysis of continuity of operations personnel.

e Identification of available leadership.

e Determination and reporting of operational capabilities.

e Reconstitution planning.

1. Decision Process

Based on the type and severity of the situation, the COOP Plan may be activated by one of the
following methods:

1. The director or designee may initiate the COOP Plan for the entire division, based on an

emergency or threat.
2. The SEOC Operations Section or duty officer can initiate the COOP Plan for the SEOC based

on loss of access, damage, or system failure.
3. The Operations Section can initiate the COOP Plan for DHS&EM'’s offices based on loss of

access, damage, or system failure.

Responsible parties may use the matrix below to assist in the decision to activate the continuity plan.

Decision Matrix for Continuity Plan Implementation

Duty Hours

Non-Duty Hours

Assess situation and impact on personnel,
facility, and MEFs.

Determine the status of the primary facility
for continued access/use.

Implement COOP Plan if impact on
personnel, facility, and/or delivery of MEFs
is compromised.

Gather intelligence and assess the situation.
Determine the impact of the event on the primary
facility for continued access/use.

Assess the impact on personnel and the delivery
of MEFs.

Implement COOP Plan if impact on personnel,
facility, and/or delivery of MEFs is compromised

Event With .
Warning

L]

L]

Event .
Without

Warning ®

L]

Assess situation and impact on personnel,
facility, and MEFs.

Determine the status of the primary facility
for continued access/use.

Implement COOP Plan if impact on
personnel, facility, and/or delivery of MEFs
is compromised.

Gather intelligence and assess the situation.
Determine the impact of the event on the primary
facility for continued access/use.

Assess the impact on personnel and the delivery
of MEFs.

Implement COOP Plan if impact on personnel,
facility, and/or delivery of MEFs is compromised

June 24,2014
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As the decision authority, the director of DHS&EM will be kept informed of the threat
environment using all available means including official government intelligence reports,

national/local reporting channels, and news media. The director of DHS&EM will evaluate all

available information relating to:

Direction and guidance from higher authorities.

Health and safety of personnel.

Ability to execute MEFs.

Changes in readiness or advisory levels.

Intelligence reports.

Potential or actual effects on communication systems, information systems, office facilities,
and other vital equipment.

Expected duration of the emergency situation.

2. Activation Procedures during Duty Hours

Depending upon the situation, activation tasks and actions during duty hours may

include:

Activate occupant emergency plans.

Assess the impact to the facility, SEOC, staff offices, and personnel.

Notify DHS&EM management if the SEOC or occupied staff offices are deemed unusable and
MEFs cannot be supported at the existing facility.

Activate and deploy available staff to an assembly area or an available continuity facility.
Notify all DHS&EM personnel of the activation of the continuity plan and provide additional
guidance.

Taking appropriate measures to ensure security of the facilities and equipment or records
remaining in the vacated building by designated security personnel.

June 24,2014 12
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Continuity event during
working/duty hours

A 4 Assess the situation & impact
Activate workplace, facility on personnel, facility, SEOC,
emergency plans, evacuate offices —>

building if appropriate .
Notify DHS&EM management

Facility/
SEOC/offices
usable?

Y

Yes No

Conjcipue operations as per

admlnlstratlvle & emergency Use temporary assembly area or command

plans post while primary facility is repaired or
made ready and continue MEFs
\
Resume operations from ] P Primary facility
facility/SEOC/offices J‘ Yes available for
use?

Activate COOP Plan

- Select & evaluate continuity facility No
- Activate and deploy staff
- Account for all personnel

- Report operational readiness to DHS&EM
management

3. Activation Procedures during Non-Duty Hours

Depending upon the situation, activation tasks and actions during non-duty hours may include:

e Notify DHS&EM management that an emergency requiring COOP activation is anticipated or

underway.

e Assess ability to continue performing MEFs based on impact to facility, SEOC, staff offices,

and personnel.
e Activate the COOP Plan once situation is confirmed.

o If the facility, SEOC, and staff offices are deemed unusable, DHS&EM management is
notified followed by the staff and the process of relocating to a continuity facility begins.

e Available DHS&EM continuity personnel are activated and deployed to an assembly area or

the continuity location as appropriate.

e Personnel who do not have COOP responsibilities are notified and provided with further

guidance concerning this event.

June 24,2014

13



SOA DHS&EM COOP

Continuity event during non-

duty hours
Notify DHS&EM
v management
. N Facility/
Notification of duty officer > Assess the situation & SEOC/offices
impact on personnel,
facility, SEOC, offices usable?
Continue operations as per No
administrative &
emergency plans
< Yes
Notify DHS&EM
management
Activate COOP Plan
e
- Select & evaluate continuity
facility
- - Notify continuity facility 24 hour
) contact concerning activation.
Resume operations from
facility/SEOC/ offices - Notify key staff to report to
_ selected continuity facility

- Alert all staff of the event and
COOP activation

- Start process to relocate MEFs

- Report operational readiness to
DHS&EM management

4. Alert and Notification Procedures

DHS&EM maintains plans and procedures for communicating and coordinating activities with
personnel before, during, and after a continuity event.

Prior to an event, personnel in DHS&EM must monitor advisory information, including the
Alaska Threat Level, SEOC Activation Level, DHS Homeland Security Advisory System, the Federal
Government Response Stages for Pandemic Influenza, and other key intelligence. In the event
normal operations are interrupted or if an incident appears imminent, DHS&EM will take the
following steps to communicate the Division’s operating status with all staff:

a. DHS&EM management will notify section managers of the event requiring continuity

activation.
b. Section managers will contact their staff of the event using existing notification procedures,
including telephone, smart phone, pager, email, and radio.

Upon the decision to activate the continuity plan, DHS&EM will notify all Division personnel, as
well as affected and interdependent agencies with information regarding continuity activation
and relocation status, operational and communication status, and the anticipated duration of
relocation. These entities include:
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Continuity facilities and on-site support teams

All DHS&EM employees, both continuity personnel and non-deployed
State of Alaska, Governor’s Office

DMVA Commissioner

Additionally, DHS&EM will notify the following agencies with information regarding continuity

activation and relocation status, the continuity location, operational and communication status,

and anticipated duration of relocation:

The FEMA Region X Operations Center

City of Wasilla Police Department Dispatch (MatComm)

The National Guard Joint Operations Center (JOC)

The National Weather Service Regional Operations Center

The National Tsunami Warning Center

The State of Alaska, Department of Public Safety

The State of Alaska, Department of Health & Social Services

The State of Alaska, Department of Environmental Conservation

The State of Alaska, Department of Natural Resources, Division of Forestry
The Alaska Railroad

The Municipality of Anchorage, Office of Emergency Management
The Kenai Peninsula Borough, Office of Emergency Management

The Matanuska Susitna Borough, Office of Emergency Services

The Fairbanks North Star Borough, Office of Emergency Management.

5. Relocation Process

Following activation of the plan and notification of personnel, DHS&EM must move personnel

and vital records to a designated continuity facility. Upon activation, continuity personnel

deploy to the assigned continuity facility to perform DHS&EM’s MEFs and other continuity tasks.

Emergency procedures during duty hours are as follows:

Continuity personnel will depart to the designated continuity facility from the primary
operating facility. Division vehicles may be used for communications and transportation of
personal, vital records, and equipment.

Individuals who are not continuity personnel present at the primary operating facility or
remote equipment storage locations at the time of an emergency notification will receive
instructions from their supervisors and management.

At the time of notification, any available information on departure routes and safety
information will be shared.

June 24,2014 15



SOA DHS&EM COOP

Emergency procedures during non-duty hours are as follows:

e Continuity personnel will depart to assigned continuity facility from current location using
private vehicle.

e Individuals who are not continuity personnel will wait for further instructions from
supervisors or management.

Personnel not identified as continuity personnel may be required to replace or augment
identified continuity personnel during activation. These activities will be coordinated by the
Division on a case-by-case basis. Individuals who are not identified as continuity personnel will
remain available to replace or augment continuity members.

In the event of an activation of the COOP Plan, DHS&EM may need to procure necessary
personnel, equipment, and supplies not already in place for operations on an emergency basis.
DHS&EM Administration and Logistics Sections maintain the authority for emergency
procurement.

6. Direction and Control

During an activation of the COOP Plan, the Division Director maintains responsibility for
direction and control. Should the director become unavailable or incapacitated, the organization
will follow the directions laid out in the State of Alaska Emergency Operations Plan as outlined in
the Concept of Operations Section.

a. Orders of Succession

Pre-identifying orders of succession is critical to ensure effective leadership during an
emergency. In the event an incumbent is incapable or unavailable to fulfill essential duties,
successors have been identified to ensure there is no lapse in essential decision-making
authority.

The DHS&EM orders of succession are:

e At least three positions deep, where possible, ensuring sufficient depth to maintain the
Division’s ability to manage and direct essential functions and operations.

e Geographically dispersed, where feasible.

e Described by positions or titles, rather than by names of individuals holding those
offices.

e Based on identified essential functions.

Orders of succession have been established for MEFs and other essential functions
identified by the Division and are listed in Annex A — Essential Functions, Priority, Key
Positions and Orders of Succession.
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Function - Key Position - Designated Successors

Direction and Control ! Director, Division ! Deputy Director, Division Operations
Operations

Response, SEOC Operations Program Planning, Analysis, Mitigation
Manager Program Manager

SEOC Manager

Response Manager
Response, Declaration Operations Program Disaster Assistance Program
Process Manager Manager

Response Manager

SEOC Manager

Disaster Assistance Disaster Assistance Public Assistance EMS 1|
Program Manager Individual Assistance EMS llI
Senior SPAO EMS |l
Operations Operations Program SEOC Manager
Manager Response Manager
Senior Operations
Planning, Analysis and Planning, Analysis, Lead Planner
Mitigation Mitigation Program Hazard Mitigation EMS Il
Manager Security, Vulnerability, Analysis
Planner
Preparedness Preparedness Program Exercise Planner EMS llI
Manager Training Supervisor EMS I
Outreach EMS Il
Program Support Admin Officer 1 Deputy Director, Division Operations

b. Delegations of Authority

Generally, DHS&EM'’s pre-determined delegations of authority will take effect when normal
channels of direction are disrupted and terminate when these channels have resumed.

During a continuity event, delegations of authority shall follow the SEOC’s ICS/NIMS position
diagram as established for use during SEOC activation.

B. Phase IlI: Continuity Operations

Upon activation of the COOP Plan, DHS&EM will continue to perform MEFs at the primary operating
facility until ordered to cease operations by Division management. At that time, MEFs will transfer
to the assigned continuity facility. The Division must perform identified MEFs within 12 hours of the
event and other identified essential functions within 12 hours of plan activation.

As continuity personnel arrive at the assigned continuity facility, the SEOC Resources Unit (RSU), will
in-process the staff to ensure accountability. In addition, the RSU will identify all organization key
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personnel available at the continuity facility. Shortages of continuity personnel will be addressed at
this time.

Upon arrival at the continuity facility, DHS&EM continuity personnel will:

e Report immediately for check-in and in-processing.

e Receive all applicable instructions and equipment.

e Report to their respective workspace as identified or as otherwise notified during the activation
process and check-in process.

e Retrieve pre-positioned information and activate specialized systems or equipment if on site.

e Activate computer systems, establish links to critical systems.

e Establish communications: radio, telephonic, etc.

e Monitor the status of personnel and resources.

e Continue DHS&EM’s MEFs.

e Prepare and disseminate instructions and reports, as required.

During continuity operations, DHS&EM may need to acquire additional personnel/contractors,
equipment, and supplies on an emergency basis to sustain operations for up to 30 days or until
normal operations can be resumed. The Division’s Administration and Logistics Sections maintain
the authority for emergency acquisition.

C. Phase Ill: Reconstitution

The process of moving from the relocation site to the old or new home site is generally the same as
that of moving to the relocation site, in that its objective is to continue essential operations during
the transition, have a smooth handoff from the relocation site to the designated home site, and
make the move as safe and cost-effective as possible.

The objectives of reconstitution are:

e Develop an executable plan for transitioning back to efficient normal operations status from
COOP status once a threat or disruption has passed.

e Coordinate and preplan options for organization reconstitution regardless of the level of
disruption that originally prompted the Division to implement its COOP Plan. These options
include moving operations from the continuity facility to either the original operating facility or
a new operating facility.

e Qutline the necessary procedures to conduct a smooth transition from the relocation site to
either the original facility or a new facility.

1. Reconstitution Procedures

Within 12 hours of an emergency relocation, the following individuals will initiate and
coordinate operations to salvage, restore, and recover DHS&EM'’s original operating facility after
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receiving approval from appropriate local, state, and federal law enforcement and emergency

services personnel:

e The Division’s Operations Section will appoint a representative to serve as the reconstitution

manager for all phases of the reconstitution process.

e Each DHS&EM supervisor will designate a reconstitution point-of-contact to work with the
reconstitution team and to update office personnel on developments regarding
reconstitution. The supervisor will provide names of reconstitution points-of-contact to

Operations Section within 12 hours of the COOP Plan activation.

e All Division managers will identify any records affected by the incident. DHS&EM will begin

development of specialized vital records transition and recovery plan based on the incident

and facility within 12 hours of plan activation.

2. Implementation

Reconstitution procedures will commence when the director or other authorized person

ascertains that the emergency situation has ended and is unlikely to recur. These reconstitution

plans are viable regardless of the level of disruption that originally prompted implementation of

the COOP Plan. Once the appropriate DHS&EM authority has made this determination in
coordination with other applicable authorities, one or a combination of the following options

may be implemented:

e Continue to operate from the continuity facility

e Reconstitute DHS&EM to the original operating facility

e Begin to establish a reconstituted DHS&EM in a new facility

Continuity event

facility be re-occupied?

a

Perform MEFs at alternate facility
until original facility is available

Y

Conduct orderly transfer of
operations to the original facility

|

Vs

Secure continuity facility and
resume normal operations

terminated. Can the primary } No \l

Perform MEFs at alternate
facility

v

Identify suitable long-term
alternate facility

v

Conduct orderly transfer of
operations to the new facility

v

Full operations in a long term

alternate facility initiated within 30

days
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a. Relocation to the Original Facility

Prior to relocating to the original facility, DHS&EM’s Operations Section will ensure that
appropriate security, safety, and health assessments are conducted to determine building
suitability. In addition, the Operations Section will verify that all critical systems,
communications, and other required capabilities are available and fully operational so
DHS&EM is capable of accomplishing all essential functions at the original facility.

Once the director of DHS&EM or designee has determined the original operating facility can
be reoccupied, Division program managers will notify all staff of the actions required during
the relocation process using telephone, smart phone, email, or other available notification
system.

The Operations Section will begin supervising a return of continuity personnel, equipment,
and documents to the original operating facility. The phase-down and return of personnel,
functions, and equipment will be prioritized as follows:

e |T/communications
e SEOC operations
e Staff offices

The Division will continue to operate at the continuity facility until personnel, equipment,
and documents are in place at the original facility. The Division’s Operations program
manager will order the continuity facility to cease operations and close the continuity
facility. Once the move to the original facility is complete, notifications will be made to all
affected and interdependent agencies with information regarding operational and
communication status.

b. Relocation to a New Facility

Should it be determined that relocation to the original facility is not feasible, the Division
will continue to operate at the continuity facility until a suitable facility is found. DHS&EM
will develop space and facility requirements including security, health, access,
communications, and computer support requirements. This information will be used to
evaluate each facility.

DHS&EM will advise the Department of Administration and the Department of
Transportation and Public Facilities of the need for a new facility, providing them with the
above listed requirements. The Division will work in concert with those Departments to
locate a new site and follow normal purchasing and/or leasing procedures to occupy the
facility.
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Upon verification that the required capabilities are available and operational at the new site,
the Operations Section will begin supervising a return of personnel, equipment, and
documents to the new location. The phase-down and return of personnel, functions, and
equipment will be prioritized by:

e |T/communications
e SEOC operations
o Staff offices

The Division will continue to operate at the continuity facility until personnel, equipment,
and documents are in place at the new facility. The Division’s Operations program manager
will order the continuity facility to cease operations and will close the continuity facility.
Once the move to the new facility is complete, notifications will be made to all affected and
interdependent agencies with information regarding operational and communication status.

3. After Action Report and Improvement Plan

DHS&EM will complete an After Action Report (AAR) once it is back in the primary operating
facility or established in a new primary operating facility.

The Preparedness program manager has the responsibility for initiating and completing the AAR.
All sections within the Division will have the opportunity to provide input to the AAR. This AAR
will study the effectiveness of the continuity plans and procedures, identify areas for
improvement, document these in the DHS&EM Improvement Plan (IP), and then develop a
remedial action plan as soon as possible after the reconstitution.

The Operations program manager has the responsibility to document areas for improvement in
the IP and develop a remedial action plan. In addition, the AAR will identify any records affected
by the incident, and will work with all sections to ensure an effective transition or recovery of
vital records and databases and other records not designated as vital records.

The AAR/IP will follow guidelines established by the Department of Homeland Security,
Homeland Security Exercise and Evaluation Program (HSEEP).
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VIIl. COOP planning Responsibilities

Responsibility Position

e Provides overall policy direction, guidance, and objectives Director or designee
for COOP planning.

e Provides policy direction, guidance, and objectives during
an incident for the implementation of the COOP Plan.

e Consults with and advises appropriate officials during
implementation of the COOP Plan.

e Serves as the COOP Plan point of contact. Operations program

: . . . manager
e Coordinates implementation of the COOP Plan and initiates

appropriate internal and external notifications during COOP or SEOC manager
Plan implementation.

e Keeps management informed of site vulnerabilities or
changes in site resources that may impact the effective
implementation of the COOP Plan.

e Visits continuity sites on an annual basis to assure
availability, confirm contact information, and inventory
stored equipment/materials if any.

e Initiates recovery as part of reconstitution.

e Prepares COOP operational checklists, procedures and site
support plans to support the implementation of the COOP
Plan to facilitate the smooth transition of direction and
operations from the existing facility to a continuity facility.

e Coordinates implementation of the COOP Plan and initiates
appropriate internal and external notifications during COOP
Plan implementation.

e Coordinates COOP testing, training, and exercises. Exercise and Training
. - manager

e Maintains COOP training records

e Maintains COOP AAR/IP reports

e Conducts COOP orientations

e Serves as the COOP program point of contact. Planning, Analysis and
Mitigation manager

e Updates COOP Plan as required.

e Review and understand the procedures for emergency All Division staff
evacuation of the existing facility.

e Review and understand the responsibilities related to the
COOP support functions and performance of essential
functions at a continuity site.

e Provide current contact information to Division managers.

e Develop, update, and test family emergency plans.
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IX. Continuity Logistics

A. Continuity Facilities

DHS&EM evaluated several facilities that could support the continuation of essential services
following COOP activation. A risk assessment was conducted on each facility to eliminate those with
high vulnerability. Each facility was further evaluated for physical space, reliable infrastructure,
adequate communications capability, and to ensure the safety, health and security of employees. As
a result of this process, the Division selected a number of alternate facilities.

The annual review of the COOP Plan will include a review of the continuity facilities to ensure that
the facilities still meet the current needs. Recommendations will become part of the remedial action
process and any shortfalls in the equipment, maintenance, or improvement and modernization of
the facilities will be incorporated into the Program Management Plan.

B. Continuity Communications

DHS&EM has identified available and redundant critical communication systems that are located at
the continuity facility. Further, the Division maintains fully capable continuity communications that
could support organization needs during all hazards, to include pandemic and other related
emergencies with support for social distancing operations including telework and other virtual
offices. These systems provide the ability to communicate within and outside the organization and
are found in Annex B of this Plan.

X. Test, Training, and Exercises (TT&E) Program

DHS&EM maintains a robust TT&E program that complies with the DHS-mandated National Exercise
Program, as appropriate. The testing, training, and exercising of continuity capabilities is essential to
demonstrating, assessing, and improving the Division’s ability to execute its continuity program,
plans, and procedures. Training familiarizes continuity personnel with their roles and responsibilities
in support of the performance of an organization’s essential functions during a continuity event.
Tests and exercises serve to assess, validate, or identify for subsequent correction all components of
continuity plans, policies, procedures, systems, and facilities used in response to a continuity event.

The Division performs TT&E events at regular intervals in accordance with FCD 1 throughout the
year as depicted in the following table:

June 24,2014 23



SOA DHS&EM COOP

Continuity TT&E Requirements Monthly | Quarterly Annually GE

Required

Test and validate equipment to ensure internal and
external interoperability and viability of v
communications systems.

Test alert, notification, and activation procedures
for all continuity personnel.

Test primary and backup infrastructure systems and
services at continuity facilities.

Test capability to perform MEFs. v

Test plans for recovering vital records, critical
information systems, services, and data.

Test and exercise required physical security
capabilities at continuity facilities.

Test internal and external interdependencies with
respect to performance of MEFs.

Train continuity personnel on roles and
responsibilities.

Conduct continuity awareness briefings or
orientation for the entire workforce.

Train organization’s leadership on MEFs and other
essential functions.

Train personnel on all reconstitution plans and
procedures.

Allow opportunity for continuity personnel to
demonstrate familiarity with continuity plans and
procedures and demonstrate organization’s
capability to continue essential functions.

Conduct exercise that incorporates the deliberate
and preplanned movement of continuity personnel v
to continuity facilities.

Conduct assessment of organization’s continuity
TT&E programs and continuity plans and programs.
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Continuity TT&E Requirements Monthly | Quarterly Annually GE

Required

Report findings of all annual assessments as
directed to FEMA.

Conduct successor training for all organization
personnel who assume the authority and
responsibility of the organization’s leadership if that v
leadership is incapacitated or becomes unavailable
during a continuity situation.

Train on the identification, protection, and ready
availability of electronic and hardcopy documents,
references, records, information systems, and data
management software and equipment needed to v
support essential functions during a continuity
situation for all staff involved in the vital records
program.

Test capabilities for protecting classified and
unclassified vital records and for providing access to v
them from the continuity facility.

Train on the organization’s devolution option for
continuity, addressing how the organization will
identify and conduct its essential functions during v
an increased threat situation or in the aftermath of
a catastrophic emergency.

Conduct personnel briefings on continuity plans
that involve using or relocating to continuity v
facilities, existing facilities, or virtual offices.

Allow opportunity to demonstrate intra- and
interagency continuity communications capability.

Allow opportunity to demonstrate that backup data
and records required for supporting essential
functions at continuity facilities are sufficient,
complete, and current.

Allow opportunity for continuity personnel to
demonstrate their familiarity with the
reconstitution procedures to transition from a
continuity environment to normal activities.
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XI.

As
Required

Continuity TT&E Requirements Monthly | Quarterly Annually

Allow opportunity for continuity personnel to
demonstrate their familiarity with agency v
devolution procedures.

DHS&EM formally documents and reports all conducted continuity TT&E events, including the date
of the TT&E event, the type of event, and names of participants. Documentation also includes test
results, feedback forms, participant questionnaires, and any other documents resulting from the
event. Continuity TT&E documentation is managed by the Division’s Training and Exercise Section.
Further, DHS&EM conducts a comprehensive debriefing or hot wash after each exercise, which
allows participants to identify systemic weaknesses in plans and procedures and to recommend
revisions to organization’s continuity plan. Documentation from TT&E hot washes is maintained by
the Division’s Training and Exercise Section.

DHS&EM has developed a Corrective Action Program (CAP) to assist in documenting, prioritizing,
and resourcing continuity issues identified during continuity TT&E activities, assessments, and
emergency operations. The Division’s CAP incorporates evaluations, after-action reports, and
lessons learned from a cycle of events into the development and implementation of its CAP. The
Division’s CAP is maintained by the Training and Exercise Section.

DHS&EM'’s CAP:

1. Identifies continuity deficiencies and other areas requiring improvement.
2. Provides responsibilities and a timeline for corrective actions.
3. Identifies program, personnel, and funding requirements for submission to upper management.

Multi-Year Strategy and Program Management

DHS&EM management are responsible for the implementation of the DHS&EM’s COOP program.
While the COOP Plan serves as the guide during activation and recovery, the COOP program
provides the framework and structure to guide continuity of operations planning.

Suggested roles and responsibilities of the Division management include:

e Maintaining documents that grant authority for the creation, modification, ongoing
maintenance, and execution of the COOP Plan;

e |dentifying issues that will impact the frequency of changes required to the COOP Plan;

e Establishing a review cycle;

e Establishing a testing and exercise cycle; and

e Guiding and prioritizing mitigation activities that the Division needs to undertake.
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XIl. COOP Plan Maintenance

To maintain viable COOP capabilities, DHS&EM is continually engaged in a process to designate
essential functions and resources, define short- and long-term COOP goals and objectives, forecast
budgetary requirements, anticipate and address issues and potential obstacles, and establish
planning milestones. The Division’s Operations Section with direct support of the Planning, Analysis,
and Mitigation Section is assigned the task of COOP Plan maintenance.

The following is a list of activities necessary to monitor the dynamic elements of the Division’s COOP
Plan and the frequency of their occurrence.

Activity | Tasks ‘ Frequency
Update and certify e Review entire plan for accuracy. Annually
plan e Incorporate lessons learned and changes in

policy and philosophy.
e  Manage distribution.

Maintain orders of e Identify current incumbents. Semiannually
succession and e Update rosters and contact information.

delegations of

authority

Maintain emergency | ® Checkall systems. Monthly
relocation site e Verify accessibility.

readiness e  Cycle supplies and equipment, as necessary.

Monitor and e  Monitor volume of materials. Ongoing
maintain vital e Update/remove files.

records management

Maintain alternate e Test all systems, IT and communications Semiannually
worksite readiness e Verify access codes, systems and contacts.
e Cycle supplies and equipment if on site.

Review/update e Review MOUs/MOAs for currency and new
supporting needs. Annually
MOUs/MOAs e Incorporate revisions, as required.

e  Obtain signatures of reviewing authorities to
confirm validity.

Monitor and e Train users and provide technical assistance as | On-going
maintain equipment needed.
at alternate sites e  Monitor volume/age of materials and assist

users with cycling/updating/removing files.
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Activity Tasks ‘ Frequency
Train new key e Provide orientation. Within 30
personnel e Schedule participation in training and exercises. | days of
appointment
Orient 