	CBRNE Detection

	Exercise Evaluation Guide: 


	Capability Description:
The Chemical, Biological, Radiological, Nuclear, and Explosives (CBRNE) Detection capability provides the ability to detect CBRNE materials at points of manufacture, transportation, and use through area monitoring. It does not include the detection of CBRNE materials through their effects (i.e., symptoms) on humans and animals (addressed through the public and animal health capabilities), and does not include actions taken to respond to the consequences of a release or activities to render any CBRNE device safe (Refer to WMD/HAZMAT Response and Decontamination EEG). The CBRNE Detection target capability is the ability to recognize potential CBRNE threats through equipment, education, and effective protocols, not just technology. The importance of training, communication, and close coordination with intelligence, law enforcement (LE), public safety, public health, and international partners is recognized as a critical enabler for this capability. However, only the CBRNE Detection-specific tasks to these cross-cutting elements have been identified in this capability.

	Capability Outcome:
CBRNE materials are rapidly detected and characterized at borders, critical locations, events, and incidents.

	Jurisdiction or Organization: 
	Name of Exercise: 

	Location: 
	Date: 

	Evaluator: 
	Evaluator Contact Info: 

	Note to Exercise Evaluators: Only review those activities listed below to which you have been assigned.


	Activity 1: Screen 

	Activity Description: Conduct ongoing surveillance of material and personnel for CBRNE. 

	Tasks Observed (check those that were observed and provide comments)
Note: Asterisks (*) denote Performance Measures and Performance Indicators associated with a task. Please record the observed indicator for each measure 

	 
	Task /Observation Keys
	Time of Observation/ Task Completion 

	1.1
(n/a)
	Implement screening plan appropriate to threat analysis.

· Plan addresses legal implications for that event

· Plan addresses appropriate resources and personnel

· Plan includes notification and response protocols

· Plan includes the establishment of force protection for screening operations if necessary

· Secure the screening point area before the operation begins
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	1.2
(Pre.A1a 3.3.1 / Pre.A1a 3.3.2)
	Screen people and material (e.g. baggage, cargo, mail, etc.) for WMD/HAZMAT materials.
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     


	Activity 2: Detect 

	Activity Description: Detect CBRNE materials at points of manufacture, transportation, and use. 

	Tasks Observed (check those that were observed and provide comments)
Note: Asterisks (*) denote Performance Measures and Performance Indicators associated with a task. Please record the observed indicator for each measure 

	 
	Task /Observation Keys
	Time of Observation/ Task Completion 

	2.1
(n/a)
	Identify necessary screening points (e.g., sea and air ports, border crossings, special event venues, etc.).

· Maps/drawings/blueprints/computer models are reviewed and analyzed

· Ensure facility emergency plan coincides with screening protocols

· Identify distribution, capability and coverage of fixed detection
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	 
	CBRNE screening locations assessed for potential circumvention
	
Yes [           ]             No [           ]

	 
	CBRNE screening and detection plan based upon threat assessment
	
Yes [           ]             No [           ]

	2.2
(n/a)
	Deploy mobile monitoring and detection capability at identified screening points.
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	 
	Distribution of mobile monitoring and detection equipment is prioritized based on threat analysis
	
Yes [           ]             No [           ]

	 
	Validate operational status of CBRNE screening and detection equipment prior to its deployment
	
Yes [           ]             No [           ]

	2.3
(n/a)
	Continuously screen and monitor at key points for potential WMD/HAZMAT materials.

· Documentation is reviewed and tracked
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	 
	Venues inspected for potential CBRNE threats prior to major events
	TARGET

No less than 24 hours prior to event
	ACTUAL

	2.4
(n/a)
	Identify personnel/material that require additional or specialized screening.

· Documentation is reviewed and tracked
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     


	Activity 3: Confirm and Characterize 

	Activity Description: Describe or portray the qualities of detected CBRNE materials. 

	Tasks Observed (check those that were observed and provide comments)
Note: Asterisks (*) denote Performance Measures and Performance Indicators associated with a task. Please record the observed indicator for each measure 

	 
	Task /Observation Keys
	Time of Observation/ Task Completion 

	3.1
(Pre.A1a 3.1.2)
	Detect presence of CBRNE materials.
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	3.2
(n/a)
	Isolate suspected CBRNE materials.

· Establish hazard control zone

· Provide public safety and security around CBRNE as appropriate [Refer to Public Safety EEG]

· Make appropriate notifications

· Separate suspect personnel from materials
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	3.3
(Pre.A1a 4.1.2)
	Identify (analyze) suspect material.

· Sampling protocols based upon nature of the event [Refer to the WMD/HAZMAT Response EEG]
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	 
	Suspicious material is analyzed (either on-site or via laboratory support) and initial risk evaluation is made
	TARGET

On-site - Within 30 minutes of detectionOff-site - Within 4 hours of detection
	ACTUAL


	Activity 4: Communicate CBRNE Detection Incidents 

	Activity Description: Provide CBRNE warning information to intelligence, law enforcement, public safety, and public health officials. 

	Tasks Observed (check those that were observed and provide comments)
Note: Asterisks (*) denote Performance Measures and Performance Indicators associated with a task. Please record the observed indicator for each measure 

	 
	Task /Observation Keys
	Time of Observation/ Task Completion 

	4.1
(n/a)
	Based on initial risk evaluation, protocols for resolving CBRNE alarms are implemented and appropriate warnings are issued.

· Accurate records are kept of all suspect issues or alarms and their resolution
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	 
	False WMD/HAZMAT alarms at screening points are resolved
	TARGET

False alarms are resolved within 1 hour of initial event
	ACTUAL

	4.2
(n/a)
	Provide CBRNE data and risk evaluation to appropriate agencies and personnel.

· Standardized SITREP provided

· Information is transmitted over secure communications (fax, land line, cellular)

· Secure messages deciphered and information release for general public coordinated [Refer to Public Information and Warning EEG]
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	 
	Provide Situation Reports (SITREPs) to appropriate agencies and personnel
	TARGET

Every hour or as directed by site/incident supervisor
	ACTUAL

	4.3
(n/a)
	Continuously update initial risk evaluation.

· Standardized updates are provided

·  Information is transmitted over secure communications (fax, land line, cellular)
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	 
	Provide updated risk evaluations to appropriate agencies and personnel
	TARGET

Every hour or as directed by site/incident supervisor
	ACTUAL



Evaluator Observations: 

	Record your key observations using the structure provided below. Please try to provide a minimum of three observations for each section. There is no maximum (three templates are provided for each section; reproduce these as necessary for additional observations). Use these sections to discuss strengths and any areas requiring improvement. Please provide as much detail as possible, including references to specific Activities and/or Tasks. Document your observations with reference to plans, procedures, exercise logs, and other resources. Describe and analyze what you observed and, if applicable, make specific recommendations. Please be thorough, clear, and comprehensive, as these sections will feed directly into the drafting of the After-Action Report (AAR). Complete electronically if possible, or on separate pages if necessary. 


	Strengths 

1. Observation Title:
Related Activity:
Record for Lesson Learned? (Check the box that applies) Yes ___ No ___ 

1) Analysis: (Include a discussion of what happened. When? Where? How? Who was involved? Also describe the root cause of the observation, including contributing factors and what led to the strength. Finally, if applicable, describe the positive consequences of the actions observed.) 

 

2) References: (Include references to plans, policies, and procedures relevant to the observation) 

 

3) Recommendation: (Even though you have identified this issue as a strength, please identify any recommendations you may have for enhancing performance further, or for how this strength may be institutionalized or shared with others.) 

 

2. Observation Title:
Related Activity:
Record for Lesson Learned? (Check the box that applies) Yes ___ No ___

1) Analysis:
 

2) References:
 

3) Recommendation: 
 

3. Observation Title:
Related Activity:
Record for Lesson Learned? (Check the box that applies) Yes ___ No ___

1) Analysis:
 

2) References:
 

3) Recommendation: 
 

Areas for Improvement 

1. Observation Title:
Related Activity:
Record for Lesson Learned? (Check the box that applies) Yes ___ No ___

1) Analysis: (Include a discussion of what happened. When? Where? How? Who was involved? Also describe the root cause of the observation, including contributing factors and what led to the strength. Finally, if applicable, describe the negative consequences of the actions observed.)

 

2) References: (Include references to plans, policies, and procedures relevant to the observation)

 

3) Recommendation: (Write a recommendation to address the root cause. Relate your recommendations to needed changes in plans, procedures, equipment, training, mutual aid support, management and leadership support.)

 

2. Observation Title:
Related Activity:
Record for Lesson Learned? (Check the box that applies) Yes ___ No ___

1) Analysis:
 

2) References:
 

3) Recommendation: 
 

3. Observation Title:
Related Activity:
Record for Lesson Learned? (Check the box that applies) Yes ___ No ___

1) Analysis:
 

2) References:
 

3) Recommendation: 
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