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What is the State and Local Cybersecurity Grant Program?

A4

Through funding from the Infrastructure Investment and Jobs Act, the SLCGP enables DHS to make targeted
cybersecurity investments in SLT government agencies, thus improving the security of critical infrastructure
and improving the resilience of the services SLT governments provide their communities.
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Who Can Apply?

~

Local Government

Villages Boroughs Municipalities School Districts




Grant Funding

Federal Year (FY) 2022
$2,494,425.56 90/10
Awarding $968,814.65
Remaining $1,026,725.79

Federal Year (FY) 2023

$4,567,677 — Federal Portion
$1,141,919.25 — Required Match

80/20 — Currently anticipating the State
will provide the match, dependent on
approved state budget




National Priorities

*FY 22 Priority —

* Objective 1: Develop and establish appropriate governance structures, including by
developmg, |mplement|n%, or revising Cybersecurity Plans, to improve capabilities
to respond to cybersecurity incidents, and ensure continuity of operations.

* FY 23 Priorities —

* Objective 2: Understand their current cybersecurity posture and areas for
improvement based on continuous testing, evaluation, and structured assessments.

* Objective 3: Implement security protections commensurate with risk.

* Objective 4: Ensure organization personnel are appropriately trained in
cybersecurity, commensurate with responsibility.

State Priorities

Cybersecurity Risk Assessment.

Enhancing cybersecurity resilience and interoperability.

Foster a cybersecurity culture.

Enhance cybersecurity collaboration and partnerships.

Improve cybersecurity incident management and response capabilities.
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Projected Timeline

@ Completed Application due to mva.grants@alaska.gov on March 29th

Review Committee will be May 21-23, 2024

FY 2022 Funds: 02/1/24-12/31/25

Projected Period of Performance
FY 2023 Funds: 08/1/24-08/31/26



mailto:mva.grants@alaska.gov

Project Identification

* Projects must be focused with clear deliverables — be careful of
multiple projects in a single project application, they will be
disqualified.

* No more than four (4) projects can be submitted.

* Applicant must have a completed cybersecurity risk assessment or
request funds to do an assessment. The requested projects must
align with closing gaps and/or strengthening capabilities in the
agency’s cybersecurity risk assessment.



Application

/

Application Coversheet

A
/

Project Application Forms(s)

A

AN

>
Signatory Authority Form with
required three (3) signatures

A

AN

Alaska-Division-of-Homeland-Security-and-Emergency-Management{]

fale
(SLCGP)-Application

1
Please contact-mva.grantsi@alaska.gov-or-call-the-Grants-Section-at-307-428-7000-0r-1-800-478-2337 -if you-have-any-
questions-regarding-this-application. Y

This-form-must-be-completed-for-each-project - To-qualify-as-a-single-project - the-pieces-of the-project-must-be-integral-
toward-achieving one-precise-objective.-See-state-overview-and-guidelines-for- more-information.

T

Ensure-all-questions-on-this form-are completed. -Questions that-are left blank-will receive a score-of 0.9
1

Please duplicate-this-form-as-necessany |

Jurisdiction:q 2288 fa

Amount-Request
- EEEEE
Project Titled I-equipment-list-(AEL)-number-for-squipment -The-DHS-AEL can-be-found-at-
- - ed-equipmentlist 1o 100k up the-number. ]

[J-Planning= [ Training=

nd-itemize-expenses-for all project components regardless-of budget-category-
0-fees, -planning tracts, -etc )-Columns-not-applicable-can-be-left-blank

Choose-the-budget-category 5
Is-this-a-continuafion-project from-a-previous-grant-year?=| [0 ves-or{J] -No--If-yes, -which-grantfyear?- ERopollt

1
1.+Describe the-project --(Make-sure-to-include-what the-proje -who-the-project-is-for, how-the-project will-

help-the-jurisdiction, quantity-of items, -etc )

ssseeq

1

2. —Explain-how the-project supperts-increased-cybersecurity-preparednessiresponse.

Taoom

1

3.~Does this-project-address-a-gap-ide
number. |

sssasy

-phases forfunding?--If- so, -please-provide-a-possible-phasing:
‘may-be-allocated-if- phases-are-or-are-not-provided. Y

ver-Sheet-musi-be submitted-electronically-(in-PDF format-with complete:

d-in-the-Cybersecurity-Assessment?-If-yes, -please-provide-a-page-

ion-of-Homeland-Security-and-Emergency-Managementy
ﬂ Email:-mva grants@alaska govi]

“ Phone:-(907)-428-7000-0r-1-800-478-2337

1
_~Explain the-implementation-of this-project-and-how-stari-up-will-begin-within-the first-90-days-of-award.
ees g

1
5.+ Explain-the-financial-need-for-this-grant to-support -this-project. - Please-include-if-any jurisdictional -funds-are-
being-used-and-how-you-plan-to-maintain-and-sustain-the-project financially

sss0sq



Application Overview

* Top Box

* Amount
Requested must
e SEIRGLE
budget table

* Project Priority
must match
coversheet

Alaska-Division-of-Homeland-Security-and-Emergency-Managementq]

Federal-Fiscal-Year-2022/2023-State-and-Local-Cybersecurity-Grant-Program-
(SLCGP)-Application-x

Application-Deadline-11:59-p.m.,-Friday,-March-29,-2024=
il
Flease-contact-mva.grants@alaska.gov-or-call-the-Grants-Section-at-907-428-7000-or-1-800-478-2337 -if-you-have-any-
questions-regarding-this-application ]

This-form-must-be-completed-for-each-project. - To-qualify-as-a-single-project, -the-pieces-of-the-project-must-be-integral-
toward-achieving-one-precise-objective_-See-state-overview-and-guidelines-for-more-information_ 4

Ensure-all-questions-on-this-form-are-completed.-Questions-that-are-left-blank-will-receive-a-score-of-0.]

T

Flease-duplicate-this-form-as-necessary |

1
|
Project Tiley ™%~ F
|
Choose-the-budget-category.q
|

|s-this-a-continuation-project-from-a-previous-grant-year?d [_]-Yes-or-L_]-No--If-yes, -which-grant/year?--2° ° ® %«




Application Overview

1.-»Describe the-project.--(Make-sure-to-include-what-the-project-is,-who-the-project-is-for,-how-the -project-will-

° QU estio NS - ntltila-the-]unsdlctmn,-quanhty-of-ltems,-etc.}ﬂ
* Best Practices 1 _ | _ _
. 2= Explain-how-the-project-supports-increased-cybersecurity -preparedness/response |
* Describe but be seecaq
concise 1
. 3.—~Does-this-project-address-a-gap-identified-in-the-Cybersecurity-Assessment?-If-yes, -please-provide-a-page-
® COmmOn Pltfa”S number §]
* Being vague or |
assuming %
* Not answering q
e Large funding g.ﬂ—:lﬁplain-the-implementatic:n-nf-this-pmject-and-how-start-up-will-begin-within-the first-90-days-of-award. q
requests TI
 Remove Brand
Names

= Explain-the-financial-need for-this-grant-to-support-this-project.--Please-include-if-any-jurisdictional-funds-are-
being-used-and-how-you-plan-to-maintain-and-sustain-the-project-financially |

ﬂﬂﬂﬂﬂ“

1
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Application Overview

° Qu estions 6.- This-section-must-descnbe-and-itemize-expenses-for-all-project-components regardless-of-budget-category-
S Bedh P s (including-travel-costs, -training-fees, -planning-contracts, -etc.)-Columns-not-applicable-can-be-left-blank |
1
* Providing *Please-provide the-authonized-equipment-list-(AEL)- number-for-equipment.- The-DHS-AEL -can-be-found-at-
complete cost hitps:/f'www_fema.gov/authonzed-equipment-list-to-look-up-the-number. ]
breakdown AEL#1]
+ Common Pitfall
+ Not filling out the P - .30 N = L SN
budget table S 1. - . B - L
1 one The ttem |
T e T o |
FEMEGEEL Co5e |
e AEL Loo ku PS q ! !
e AEL Use 7= Can-this-project-be-broken-out-into-phases-for-funding?--1f-so, -please-provide-a-possible-phasing-
breakdown.-*Note:-Partial-funding-may-be-allocated-if phases-are-or-are-not-provided
* Partial funding may |l

be allocated even if
you say no to
guestion 7
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Allowable

/Equipment

e Security software
e Multifactor
Authentication

e Check FEMA’s
Authorized

Costs and

Activities

Equipment Listing

Training

Planning \

e Cybersecurity
Assessments

e Cybersecurity Plans

e Cybersecurity Annex
to EOP

Exercise

12



Unallowable Costs and Activities




Applications must be sent and received
in DHS&EM mva. alaska.gov

email box no later than 11:59 pm
Friday, March 29, 2024



mailto:mva.grants@alaska.gov

Application Review Criteria

Overall responsiveness to the required project application worksheets and forms

Clearly Describe the project

Address a clearly identified need/gap

Explain the implementation of each project and how the start-up will begin within the first 90 days of the award.

Can the project be completed within grant period of performance.

Previous financial audit submitted

Jurisdiction’s Procurement Policy

Print-out of jurisdiction’s entity overview record displaying the UEI Number

If applicable, any Memorandum of Understanding (MOU), or Memorandum of Agreement (MOA) related to inter-agency projects

15



Key Requirements if Awarded

/

Nationwide Cybersecurity Review - Annually

A
/

AN

Participate in Cyber Hygiene Services — Free Service

AN

=
/

Quarterly Reporting

A
/

A

See 22/23 State Overview and Guidelines for a full list of compliance
requirements, available at: https://ready.alaska.gov/Grants/CGP

AN

16



First Round Projects




Questions?

mva.grants@alaska.gov

MVA.Grants@alaska.gov
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