For Official Use Only

	State of Alaska 
Division of Homeland Security and Emergency Management
After Action Report / Improvement Plan

	Section 1: Exercise Overview

	Jurisdiction: State of Alaska                             
                                                        
Exercise Name: APIP VTTX-LTPO
 
Begin:  Date: 14APR2015 Time: 10:00 AM

End:     Date:14APR2015 Time: 12:00 PM
	Point of Contact: mva.sva@alaska.gov

Name: Chad Fullmer

Title: APIP Co-Chair

Phone Number: 907-428-7013

	Grant Program
 |_| Citizen Corp (CCP) 
 |_| Emergency Management Performance   
       Grant (EMPG) 
 |_| Local Emergency Planning Committee 
       (LEPC)
 |_| Metro Medical Response (MMRS)
 |X| State Homeland Security (SHSP)
 |_| Other _____________________
	[bookmark: Check43]Type of Event

|_|   Actual 
|_|   Seminar/Workshop
[bookmark: Check8]|X|   Tabletop Exercise
|_|   Drill
[bookmark: Check9]|_|   Functional/Command Post          
[bookmark: Check10]|_|   Full-Scale Exercise
	Mission Focus of Exercise

|_|   Prevent
[bookmark: Check4]|_|   Protect
[bookmark: Check5]|_|   Mitigate
[bookmark: Check6]|X|   Respond
[bookmark: Check7]|_|   Recover

	Exercise Scenario:  (Mark appropriate blocks.)
        Natural                                         Technological
	                                           
         Homeland Security

	[bookmark: Check11]|_|  Avalanche      
[bookmark: Check13]|_|  Earthquake     
[bookmark: Check14]|_|  Flood              
[bookmark: Check16]|_|  Landslide
[bookmark: Check17]|_|  Subsidence
|_|  Tsunami
|_|  Volcano
|_|  Wildfire
[bookmark: Check21]|X|  Winter Storm
|_|  Erosion
[bookmark: Check25]|_|  Other ___________

	[bookmark: Check23]|_|  Dam Failure
[bookmark: Check24]|_|  Hazardous Material-Fixed Facility
[bookmark: Check26]|_|  Hazardous Material-Transportation
[bookmark: Check27]|X|  Power Failure
[bookmark: Check28]|_|  Radiological-Fixed Facility
[bookmark: Check29]|_|  Radiological-Transportation
[bookmark: Check30]|_|  Structural Fires
[bookmark: Check31]|_|  Transportation Accident
       ( Air, Rail, Highway, Water)
[bookmark: Check32]|_|  Airport
[bookmark: Check33]|_|  Other  ________________________
	[bookmark: Check34]|_|  Hostage
[bookmark: Check35]|_|  Chemical
[bookmark: Check36]|_|  Civil Disorder
[bookmark: Check37]|_|  Cyber
[bookmark: Check38]|_|  Biological
[bookmark: Check39]|_|  Radiological
[bookmark: Check40]|_|  Nuclear
[bookmark: Check41]|_|  Explosive
[bookmark: Check42]|_|  Other _______________

	Number of Participants and Agencies (be sure to include all non-governmental, tribal, and private organizations)

		Local/Private
	State
	Federal
	Military

	19 participants
	8 participants
	5 participants
	4 participants (Total = 36)

	10 organizations
	5 organizations
	3 organizations
	2 organizations (Total = 20)




	

	Section 2: Exercise Design Summary

	Exercise Purpose / Goals & Objectives:   

	

	1. Discuss emergency plans and procedures to gain better understanding of response plans.

	

	2. Interface with fellow infrastructure stakeholders to share commonalities, differences and best practices

	

	3. Highlight and discuss public information and communication plans and identify gaps

	

	4. Determine capabilities and plans for mass care and assess gaps

	

	5. Identify coordination and policy shortcomings regarding multi-agency coordination systems

		[bookmark: OLE_LINK1]Section 3:

Analysis of Core Capabilities Tested
	Event Results
P = Performed without challenges
S = Performed with Some challenges
M = Performed with Major challenges
U = Unable to be Performed (lined thru)
	

Observations


	                          Mission Area: Prevention
	 P      S       M      U
	

	Planning                                           (all mission areas)
	|_|    |X|     |_|     |_|
	Most stakeholders had good plans 
in place, but few have been exercised

	Public Information & Warning    (all mission areas)
	[bookmark: Check46][bookmark: Check47][bookmark: Check48]|_|    |_|     |X|     |_|
	All have good communications plans
if power grid is operational, but few 
have secondary or tertiary 
communications plans/capabilities

	Operational Coordination             (all mission areas)
	[bookmark: Check49][bookmark: Check50][bookmark: Check51]|_|    |_|     |X|     |_|
	Overall difficulty communicating coordinating in real-time between 
private sector and public sector.

	Forensics and Attribution
	[bookmark: Check52][bookmark: Check53][bookmark: Check54]|_|    |_|     |_|     |_|
	N/A

	Intelligence and Information Sharing                                     
	|_|    |_|     |_|     |_|
	N/A

	Interdiction & Disruption
	|_|    |_|     |_|     |_|
	N/A

	Screening, Search, and Detection
	|_|    |_|     |_|     |_|
	N/A

	                         Mission Area: Protection

	Access Control & Identity Verification
	|_|    |_|     |_|     |_|
	N/A

	Cyber security
	|_|    |_|     |_|     |_|
	N/A

	Intelligence and Information Sharing                                     
	[bookmark: Check64][bookmark: Check65][bookmark: Check66]|_|    |_|     |_|     |_|
	N/A

	Interdiction & Disruption
	|_|    |_|     |_|     |_|
	N/A

	Physical Protective Measures
	|_|    |_|     |_|     |_|
	N/A

	Risk Mgt for Protection Programs & Activities
	[bookmark: Check70][bookmark: Check71][bookmark: Check72]|_|    |_|     |_|     |_|
	N/A

	Screening, Search, and Detection
	[bookmark: Check76][bookmark: Check77][bookmark: Check78]|_|    |_|     |_|     |_|
	N/A

	Supply Chain Integrity & Security
	|_|    |_|     |X|     |_|
	Cash supply/resupply challenges

	Mission Area: Mitigation
	
	

	Community Resilience
	|_|    |_|     |_|     |_|
	N/A

	Long – Term Vulnerability Reduction
	[bookmark: Check84]|_|    |_|     |_|     |_|
	N/A

	Risk & Disaster Resilience Assessment
	|_|    |_|     |_|     |_|
	N/A

	Threats & Hazard Identification
	[bookmark: Check91][bookmark: Check92]|_|    |_|     |_|     |_|  
	N/A

	Mission Area: Respond
	
	

	Critical Transportation
	|_|    |X|     |_|     |_|
	Cash movement during LTPO

	Environmental Response / Health & Safety
	[bookmark: Check67]|_|    |X|     |_|     |_|
	Red Cross/DHSS responded

	Fatality Management Services
	|_|    |_|     |_|     |_|
	N/A

	Infrastructure Systems
	|_|    |X|     |_|     |_|
	Great discussion/Gaps Identified

	Mass Care Services
	|_|    |X|     |_|     |_|
	Red Cross/FEMA have plans

	Mass Search & Rescue Operations
	|_|    |_|     |_|     |_|
	N/A

	On-Scene Security & Protection
	|_|    |_|     |X|     |_|
	Major gaps identified between 
private sector needs and public 
sector plans.

	Operational Communications
	|_|    |_|     |X|     |_|
	Relied too heavily on elec. power

	Public & Private Services Resources
	|X|    |_|     |_|     |_|
	Banks/Food Stores have plans

	Public Health & Medical Services
	|_|    |X|     |_|     |_|
	Red Cross/DHSS have good plans

	Situational Assessment
	|_|    |X|     |_|     |_|
	ID’d need-single source info

	Mission Area: Recovery
	
	

	Economic Recovery
	|_|    |X|     |_|     |_|
	Finance discussed recovery plans

	Health & Social Services
	|_|    |X|     |_|     |_|
	Red Cross and DHSS began recovery

	Housing
	|_|    |_|     |_|     |_|
	N/A

	Infrastructure Systems
	|_|    |_|     |X|     |_|
	Finance, Transport, Comms and 
Food sectors struggled to collaborate.

	Natural & Cultural Resources
	|_|    |_|     |_|     |_|
	N/A



DISCUSSIONS OR OBSERVATIONS WITH CORRESPONDING RECOMMENDATIONS:

	(Evaluator/Controller or Participant feedback may be entered here or attached)

	1. Excellent collaboration across public and private sectors. Differences and similarities in priorities,

	capabilities and mutual aid plans were key discussion points. Secondary focus of private sector disaster 

	response is different than public sector focus, i.e. business continuity vs. public assistance.

	It was agreed the primary focus across all organizations/sectors was life/safety.

	2. Improved understanding of other agencies’ vulnerabilities and capabilities. Shelter in place plans, for

	example, are very inconsistent across sectors/organizations. Organizations should determine needs for

	food, water, etc. to legitimize shelter in place plans for their employees and their families.

	3. Identified planning gaps in resource allocation expectations. Private sector stakeholders need more info

	on obtaining emergency fuel supplies and plans to obtain priority resupply. Recommend all participants

	make time to verify contracts for prioritization and include redundancies. 

	4. Identified some of the realities of communication challenges. Despite power loss scenario, participants

	frequently offered communications alternatives/solutions that depended on electrical power. 

	APIP members need to establish alternative communication plans and train employees periodically.

	Plans should include regular ALMR testing schedules and support orders/plans.

	

	PRINCIPAL FINDINGS OR SIGNIFICANT OBSERVATIONS:

	1. Private sector banking/finance and Agriculture/Food sector were valuable players. They brought key

	knowledge on plans for a “cash economy” utilized during a disaster event. We learned finance sector

	has plans to distribute cash to customers and has power/data redundancies at key branches, but needs 
cash brought back from food retailers frequently to continue cycle of cash economy. Food retailers’ 
[bookmark: _GoBack]emergency plans include accepting cash and checks even when their data system is not operational. 

	2. MEA has capacity to house 25 employees/family members for 5 days. Most other organizations do

	not have similar capabilities in place despite recognizing the need. 

	3. Public information dissemination relies on electric power (AK 511, Social Media, DOT Message boards

	telephone, email, etc.). Most participants have ALMR radios as back up, but few have tested or exercised

	them. Very few have Amateur (Ham) Radio knowledge or capabilities.

	4. Quid pro quo – public sector emergency managers need private sector to share key intelligence during

	disasters: damages, capabilities, resources, plans, etc. Private sector wants reassurance from EM

	that, regardless of the event type, they will receive real-time updates via some form of communication.

	

	IMPROVEMENT PLAN:

	1.  Action- Lead discussions in future APIP meetings concerning mutual aid agreements and/or priority
service contracts with cash transportation assets to make frequent trips between food retailers and banks.
Encourage APIP members to create written plans/agreements to ensure continuity of operations.

	     Point of Responsibility- APIP Co-Chairs (Tony Lazenby & Chad Fullmer)

	

	     Estimated Completion Date- On-going

	

	2.  Action- Assist APIP members in business continuity capability development shelter-in-place plans for employees and families.

	  

	     Point of Responsibility- APIP members in conjunction with Red Cross

	

	     Estimated Completion Date- On-going

	

	3.  Action- Research necessary alternative communications methods/equipment, develop procurement

	plans to include regular testing and exercise policies.

	     Point of Responsibility- APIP Members

	     Estimated Completion Date- On-going

	

	IMPROVEMENT PLAN (continued):

	4.  Action- Review all contracts for priority of services (fuel, snow removal, telecom/data, etc.) to ensure

	organizations have redundancy for key services in all-hazard events.

	     Point of Responsibility- APIP Members

	

	     Estimated Completion Date- On-going

	

	LESSONS LEARNED:		

	Public and private sector stakeholders want the same things from each other: communication.

	Public sector emergency management entities are largely unaware of private sector emergency response

	plans, capabilities, and capacity to render assistance. Situational awareness is key to effective mission

	assignments, but public and private sector first responders continue to stand somewhat at odds with the

	entities they will very likely depend on during a major event.  Polarity is evident and change is

	inconvenient, but preemptive actions are far less costly than mid or post-event adjustments. 

	All participants struggled to role-play a power outage when it came to communications devices like cell

	phones and email. It has become difficult to imagine being without our advanced technology. This is a 

	key inject that we would do well to exercise more often. 

	

	

	

	Section 4: CONCLUSION

	This VTTX was unique because we were the only site on the VTC. Regularly scheduled VTTX’s include         up to 15 different sites from across the country. 

	APIP would benefit from additional VTTX, perhaps regularly scheduled bi-annual participation. These exercises could take place during the APIP season or during the summer months.

	This exercise opened a lot of eyes to the fact that the private sector is far better prepared, in some regards     than the public sector, but the opposite is also true.
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